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GenAl - Opportunities and Risks

+ Massive Impact on “mundane” tasks © Need for (Quality) Checking
+ Create new Content © Copyright
+ Optimize Content ® Sloppy/faulty quality
© Unethical Outcomes
+ Gather & Summarize Information © Fake Outcomes
+ Broad User Base & Applicability © Governance Requirements
+ Experiment with different models ® Which AlI?
+ Explore data & information © Privacy / Confidential Data Leakage
+ Apply large scale models easily © Skyrocketing Consumption
+ Integrated into daily work everywhere © Regulation & Risk Management

Fear of all of the above...
...inhibits potential positive impact
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If (Gen)AIl can't be trusted...
...what can we do?
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Open for Innovation



Agenda

KNIME and GenAl
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GenAl and Data Science

Assist & Explain Use & Customize
- Help Workflow Builders - Augment Analytics with GenAl
- Teach Data Science Skills - Augment GenAl with Analytics

Manage & Govern

- Protect Data & Conversations
- Govern Usage

© 2024 KNIME AG. All rights reserved. 5

ooooooooooooooo



GenAl for everybody: Flexibility

Assist & Explain
Help create Workflows

Conversational Search

Use & Customize

Augment Analytics

Fine-tune & Tailor

Summarize Workflows & Results Safeguard
Assist Code & Configurations
OpenAl In-house Al Hugging Face Anthropic
A121 _Fifth Sakana Al
Dimension
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GenAl in the Enterprise: Flexibility & Governance

Assist & Explain Use & Customize KNIME Analytics Platform
Help create Workflows Augment Analytics
Conversational Search Fine-tune & Tailor —_—
Summarize Workflows & Results Safeguard

Assist Code & Configurations

KNIME Business Hub
Manage & Govern

(L]
|
|

Filters & Safeguards

| InhouseAl1 | [ CloudAl2 | [ InhouseAI3 |
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Agenda

GenAl to Assist & Explain
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Assisting and Explaining

K-Al: Build Q&A and Creator Mode
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Assist & Explain
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Help create Workflows

..........

Conversational Search

or executed node.

Summarize Workflows & Results

Assist Code & Configurations

E==IE ”“ Data Apps...
= Copilots for Python, eCharts
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Explaining Workflows
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The workflow reads data from an Excel file containing Olympic athlete information, filters rows based on specific criteria,
aggregates data, removes duplicate rows, performs value lookup, appends columns, renames columns, sorts the data, and
finally writes the processed data to a new Excel file.

The use-case of this workflow is data transformation or ETL (Extract, Transform, Load). It involves cleaning, filtering,
aggregating, and restructuring the data to prepare it for further analysis or reporting. The workflow aims to process and
organize the Olympic athlete data for better understanding and analysis.

Open for Innovation

© 2024 KNIME AG. All rights reserved. 10 KN I M E



Explaining Workflows ... Using Workflows

Connect to OpenAl Extract Workflow Data Generate Explanations Display Results
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Agenda

Using & Customizing GenAl
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Using and Customizing

GenAl Extensions

KNIME Al Extension

Models Vector Stores

GPT4AIl Chroma FAISS
LLM Prompter Chat Model Prompter
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ME Hub Q Search workflows, nodes and more

KNIME Community Hub > knime > Spaces > Al Extension Example Workflows

& Public space
Al Extension Example Workflows

Use & Customize

Augment Analytics

Home

Fine-tune & Tailor
43 1) Large Language Models

2) Chat Model

Safeguard

3) Vector Stores

4 O I

4) Agents

Credentials Configuration

OpenAl Authenticator ~ OpenAl Chat Model Connector
ge—o Chat Model Prompter

OpenAl APl Key oRO €00 p—
Authenticate with Choose a model
API key gpt-3.5-turbo Chat Model Prompter What was my

first message?

®00

Chat Model Prompter Second (human) message

Table Creator . S
with conversation history

oRe . i
First message with
Provide an (empty) conversation table empty conversation,
that has two string columns but with system prefix
(Type, Message)



Using the Al Extension

GPT4AIl Embeddings Connector

Create Vector Store
= %,
Connect to OpenAl /' For semantic
Runs on local . search
Credentials Configuration machine / [\
OpenAl Authenticator OpenAl Chat Model Connector . / \
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Agenda

Managing and Governing GenAl
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Managing and Governance

Assist & Explain Use & Customize KNIME Analytics Platform
K-Al Dashboard
Help create Workflows Aug s .
Conversational Search Fine

Summarize Workflows & Results

Assist Code & Configurations .

..............

Manage & Govern

Filters & Safeguards

Hub GenAl “Proxy”

© 2024 KNIME AG. All rights reserved. 16 KN I M E



Managing and Governance

Connect to chat model configured in Business Hub

KNIME Hub Authenticator ~ KNIME Hub Chat Model Connector

% = 5.

Load Conversation
r-a
TR

Summarize Workflows & Results

Assist Code & Configurations

Hub GenAl Connector

Use & Customize

Augment Analytics
Fine-tune & Tailor

Safeguard

Connect to OpenAl
Credentials Configuration
e
(ae] }
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Manage & Govern

Filters & Safeguards

Sensitive Data
r-n
1/ &

| )

Hub GenAl “Proxy”
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Safeguarding Workflows

OpenAl Authenticator ~ OpenAl Chat Model Connector
S

S0@ 7

KNIME Analytics Platform

LLM Prompter

slel }
[ Send anonymized
text to OpenAl

| for processing

Control what kind of information |
the Genal provider can see

Anonymize ! . De-Anonymize
e »r 7
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E g names of Restore original
organizations, locations names for display
and people to the user
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Managing and Governance

KNIME Hub Chat Model Connector

Use & Cust

Assist & Explain o

Help create Workflows Augment Ana

Conversational Search Fine-tune & Tailor
Summarize Workflows & Results

Safeguard

Assist Code & Configurations

Manage & Govern

Filters & Safeguards
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- Shared Components

Anonymized Customer Data
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Agenda

KNIME and GenAl

GenAl to Assist & Explain

Using & Customizing GenAl
Managing and Governing GenAl

Summary

Open for Innovation
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Data Science and GenAl

Proper GenAl Orchestration...
...enables Flexible Use for Everybody and

...provides Governance

GenAl for Everybody: KNIME Analytics Platform

helps Workflow Creators

helps (KNIME and) Data Science Learners

augments KNIME Workflows

...and KNIME Workflows augment & safeguard GenAl
Governance Layer: KNIME Hub

low-code workflows provide documentation and auditability

workflow validation enables compliance checks

enforces use of approved Als (inhouse / cloud)
ensures compliance with privacy, ethical, and other requirements
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"Did you try Natural Intelligence?”

(sometimes smart engineering can help avoid (Gen)Al altogether)
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